UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN THACH THANH Poc 1ap — Tw do — Hanh phic

Sb: 2214 JUBND-VHTT Thach Thanh, ngay 2¢ thang 7 nam 2022
VIV ra soét, ngan chan nguy co
tan cdng c6 chu dich (APT).

Kinh gui:
- Céac phong, ban, co quan, don vi cap huyén;
- Céc t6 chure doan thé chinh tri cip huyén;
- Cac doanh nghiép vién thong, CNTT trén dia ban huyén;
- UBND céc x4, thi tran.

Thuc hién Cong vin sb: 93/TTCNTT&TT-QTHT, ngay 11/7/2022 cua
Trung tdm céng nghé thdng tin va truyén thong Thanh Hoa vé ra soat, ngin chin
nguy co tan c¢éng ¢ chu dich (APT). Theo d6, qua cong tic giam sat an toan
trén khong gian mang va hoat dong hop tac, chia sé théng tin voi céac to chuac Ion
vé an toan thong tin trong va ngoai nudc, Cuc An toan théng tin phat hién thoi
gian gan day, nhiéu nhém tan cong c6 cha dich (APT) dang tich cuc hoat dong,
noi bat nhu nhom Aogin Dragon, Stone Panda, Mustang Panda, Lazarus, dé
thuc hién tin cong vao hé théng théng tin caa nhiéu qudc gia trén thé gidi, trong
do co Viét Nam.

Theo nhan dinh cta Trung tam Giam sét an toan khong gian mang quoc
gia (NCSC), tan cong APT tai Viét Nam dang ngdy cang gia ting ca vé sb luong
va muc do tinh vi, bao géom viéc thuong xuyén khai thac cac 16 hong bao mat
chua duoc va trong céc chién dich tin cong (nhu 16 hong Log4j, 16 hong trong
san pham Vmware, Exchange Server,...).

Pé tang cuong chu dong phong ngira cac rui ro mat an toan théng tin tai
cac hé théng théng tin caa cac co quan, to chic va doanh nghiép do céc hinh
thic tan cong trén c6 thé xay ra, UBND huyén Thach Thanh dé nghi cac co
quan, don vi chi dao cac bo phan, ca nhan thyuc hién nhitng ndi dung sau:

1. Tang cudng giam sét va san sang phuong an xu ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
bo cua céc co quan chirc ning va cac td chuc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cong mang.

2. Céc doanh nghiép vién thong, CNTT, Vin phong HDND&UBND
huyén: Phan cong can bo phu trach, phdi hop véi Trung thm céng nghé thdng tin
va truyén thong Thanh Hoa thuc hién ra soat, giam sat va ngin chan toan bo két
néi dén va di lién quan dén cac dia chi IP/tén mién doc hai cta cac nhom tan
cong trén (danh sach tai Phyu luc kem theo). Tang cuong giam sat, kip thoi phéat
hién céc két ndi dén cac dia chi doc hai nay dé phéi hop xur 1y.
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Huéng dan ky thuat cach thic thuc hién chi tiét viéc ngan chan cac két
ndi trén tai dia chi: https:/attt.thanhhoa.gov.vn

Trong qué trinh thyuc hién, néu giap kho khin, vudng méac vé ki thuat lién
quan dén cac noi dung, cong viéc trén dé nghi lién hé véi Trung tdm Cong nghé
théng tin va Truyén théng Thanh Hoéa, dién thoai: (0237)3718.699 hoic can bo
quan tri mang caa UBND huyén (d/c Truong Lé Hién, DT: 098.1616.123) dé
phdi hop hd trg, xu 1y.

Pé nghi cac phong, ban, co quan, don vi, doanh nghiép trién khai thuc
hién tot cac noi dung trén./.

Noi nhdn: KT.CHU TICH
- Nhu trén; e DL ’
- Cha tich, cAc PCT UBND huyén; N HO CHU TICH

- Luu: VT, VHTT.

Nguyén Pinh Tam


https://attt.thanhhoa.gov.vn/
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Phu luc: Thdng tin danh sach tén mién/IP ve cac nhom tan cong APT
(Kem theo cong van so  [UBND-VHTT ngay /7/2022 cua UBND huyén

Thach Thanh)
1. Danh sach tén mién/IP
TT Teg\gq_om Ip/Domain dgc hai
cvbl[.]hotcupl.]pw sky[.Jvietnamflash[.Jcom
dns[.]Jfoodforthought1[.]Jcom tcv[.Jtiger1234[.]Jcom
test[.]facebookmapl.]top telecom[.]longvn|.]net
45[.]177[.]11[.]148 telecom[.Jmanlish][.]net th-
back[.]satunusa[.]Jorg y3[.]Jadsoft[.]Jname
baomoi[.]Jvnptnet[.]info th550[.]Jadsoft[.]Jname
bbw[.]fushing].]org th550[.]softad[.]net
bca[.]zdungk[.]Jcom three[.Jwelikejack[.]Jcom
bkav[.Jmanlish[.]net thy3].]softad[.]net vdcvn[.]Jcom
bkav[.]welikejack[.]Jcom video[.]philstar2[.Jcom
bkavonline[.]Jvnptnet][.]info viet[.]Jvnptnet][.]info
bush2015[.Jnet viet[.]zdungk[.Jcom
cl[.Jweststations[.Jcom vietnam[.Jvnptnet[.]info
cloundvietnam[.Jcom vietnamflash[.Jcom
cpt[.]Jvnptnet[.]inf vnet[.]fushing[.]Jorg
dns[.]lioncity[.]top vnn[.]Jbush2015][.]net
dns[.]satunusa[.]org vnn[.]phung123[.]Jcom
dns[.]zdungk[.]Jcom webmail[.]philstar2[.]Jcom
ds[.]Jvdcvn[.]Jcom ds].]xrayccc].]top www][.]bush2015].]net
Aogin facebookmap[.]top yokK[.]fushing].]org

1 Dragon fbcl2[.]adsoft[.Jname yote[.]dellyou[.Jcom
fbcl2[.]softad[.]net zing[.Jvietnamflash[.]Jcom
flower2[.]Jyyppmm][.Jcom zingme[.]Jdungk[.Jcom
game[.]Jvietnamflash[.Jcom zingme[.]longvn[.]net
hello[.]bluesky1234[.]Jcom zw[.]dinhK][.]net
ipad[.]Jvnptnet[.]info zw[.]phung123[.Jcom
ks[.]Jmanlish[.]net mobile[.]Jvdcvn[.Jcom
lepad][.]fushing[.]org moit[.]longvn[.]net
IHlyyy[.]Jadsoft[.]Jname movie[.]Jvdcvn[.Jcom
lucky[.Jmanlish[.]net news|.]philstar2[.Jcom
ma550[.]Jadsoft[.]Jname news[.Jwelikejack[.]Jcom
ma550[.]softad[.]net npt[.Jvnptnet[.]info
mail[.]Jcomnnet[.]net ns[.]fushing[.]Jorg
mail[.]tiger1234[.Jcom nycl[.]neverdropd[.Jcom
mail[.]Jvdcvn[.Jcom phcl[.]followag[.]Jorg
mass[.]longvn[.]net phcl[.]neverdropd[.Jcom
mcafee[.]bluesky1234[.]Jcom pnal.]adsoft[.]Jname
media[.]vietnamflash[.]Jcom pnavy3[.]neverdropd[.Jcom
mil[.]dungk[.]Jcom sky[.]Jbush2015][.]net
mil[.]Jzdungk[.]Jcom mmslsh[.]Jtiger1234[.]Jcom
mmchj2[.]telorg[.]net

2 | Stone |v5[.]hinitial[.]Jcom t1[.]hinitial[.Jcom




Panda |v4[.]hinitial[.Jcom mailedc[.]Jpublicvm[.Jcom
v3[.]hinitial[.]Jcom helpinfo[.Jpublicvm[.]Jcom
v2[.]hinitial[.]Jcom goodluck23].]jp[.]Jus
jack[.]Jmicfkbeljacob[.]Jcom goodjob36[.]publicvm[.Jcom
df[.Jmicfkbeljacob[.Jcom hinitial[.Jcom 61[.]221[.]66[.]85
micfkbeljacob[.Jcom
images[.Jmyanmarnewsonline[.Jor |45[.]134[.]183[.]4

Mustang g update[.]hilifimyanmar[.]Jcom 154[.]204[.]27[.]130

3 Panda download[.Jhilifimyanmar[.Jcom |154[.]204[.]26[.]120
myanmarnewsonline[.]Jorg 45[.]134[.]183][.]4
hilifimyanmar[.]Jcom 154[.]1204[.126[.]120
66[.]154[.]102[.]91 2ve[ Jeapital
onl_llnestockvx_/atch[.]net 155[.194[ ]210[.]11
mai [.]usenglneergroup[.]com 109[ ]248[ ]144[.]155
usengineergroup[.Jcom tokenais[.]Jcom esilet[.]Jcom
109[ 248 J144[ 1155 dafom][ ]dev cryptais[.]com

4 | Lazarus [109[.]248[.]144[.]155 aumentérelevisite[.]cc;m
109[.]248][.]144[.]1136 15[.1235[.]33[]14 junepr
45LIS7[J245L 17 happyl[.]Jnanoace].]co[.]kr
193[.]56[.]28[ 132 alticgo[.]Jcom PPyl 1COL.

: g mariamchurch[.Jcom
It[.Jzvel Jeapital jungfrau[.]Jco[.]kr int[.]Jcom
cloud].]beenos].]biz Jung S '

2. Huéng dén khic phuc o
Hudng dan chi tict khac phuc cac 16 hong bao mat trén tai dia chi:
https://attt.thanhhoa.gov.vn (Ky nang An toan théong tin -> Muc Huong dan)

/.#: TRUNG TAM DIEU HANH AN TOAN
T AN NINH MANG TINH THANH HOA

| Ky nang an toan thong tin I

Cong cu

Du bao sdm nguy co tan cong mang
trén dién rong

Trong thai gian gan dédy, Cuc an toan thong tin, B& Thdng tin va Truyén thdng da ghi
nhén co cac diém yéu, 16 hdng bao mét nghiém trong lién quan dén céc trang thiét bi,

mdy tinh va phn mém hé diéu hanh dang duge sir dung rdng rdl tal Viét Nam. L& hng
nay khong chi don gian la khai thac duoc khi co quyén truy cép truc ti€p vao may
tinh/mdy chui cai dat phién ban hé diu hanh Windows bi dnh hudng, ma con cé thé tan
cdng théng qua mdt mdy tinh trong m Trén co s¢ d6 va thuc 1€ trién khai cong téc
giam sat an toan thong tin nhimg na , Trung tdm NCSC du bao som 16 hdng nay
hoan toan c6 Y& dugc tan dung dé ti€n hanh céc chién dich tdn cong c6 chi dich APT
I6n trén quy mé rong trong théi gian ngén sép tai vao khong gian mang Viét Nam

Q BAM VAO DAY DE XEM CHI TIET


https://attt.thanhhoa.gov.vn/
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